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Enterprise AI is increasingly being adopted through two tracks: coding
agents and business agents. Both depend on the same platform
foundations: APIs, data, identity, access control, observability, governance
and sandbox environments.

This report identifies six disconnects that appear when those tracks are
implemented separately. It draws on desktop research, a practitioner
survey and enterprise interviews to show where fragmentation is
emerging, and what platform, API, architecture and AI leaders can do to
close the gaps.
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Written by Erik Wilde, Sean Blanchfield and Mark Boyd.
Design by Elena Anagnostatou. 
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Coding agents and business agents are both operating on the same enterprise
foundations: APIs, data, identity, access control, observability, testing
environments and governance. But in many organisations, they are being
introduced through separate processes.

That separation is most visible in how teams access business systems, how
APIs are prepared for machine consumption, how security controls are
implemented, and how AI projects move from experimentation to production.

The result is not one enterprise AI platform, but multiple local AI stacks.
Controls are duplicated. API access is handled inconsistently. Platform teams
lose visibility. And agentic systems become harder to scale safely.

The answer is not to rebuild the stack from scratch. It is to extend platform
engineering disciplines across the full agent lifecycle, so coding agents and
business agents can be governed, integrated and improved through shared
platform capabilities.

EXECUTIVE THESIS
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The enterprise push for agents is creating
a fragmented platform model
Enterprise success with agents depends on platform maturity.

183
reports &
articles

reviewed

Research at a glance

114
AI & API

practitioners
surveyed

16
enterprise

leaders
interviewed

Coding agents = AI tools that interpret natural-
language instructions to produce software code,
specifications, tests, documentation or other software-
development outputs.

Business agents = AI agents designed to execute
business workflows within bounded digital
environments.

D E F I N I T I O N S
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THE SIX DISCONNECTS

Six disconnects are fragmenting enterprise AI adoptionSix disconnects are fragmenting enterprise AI adoption

Coding agents are now used across teams
with no consistent platform visibility.

Governance is built around approved-tool
lists that cannot keep pace with AI change.

Agents are being connected to APIs before
those APIs are ready for machine
consumption.

Platform response: 
Treat coding agents as platform components, not
just productivity tools.

Platform response: 
Govern usage patterns, access, validation and
monitoring.

Platform response: 
Assess and modernise priority APIs for agent use.

Coding agents outside the
platform model
Coding agents outside the
platform model

Rigidity over flexibilityRigidity over flexibility AI-first without API-firstAI-first without API-first

Simulation sandboxes are treated as test
environments rather than core infrastructure for
agent/workflow development and governance.

Platform response: 
Use sandboxes across the full agent lifecycle.

Limited sandbox leverageLimited sandbox leverage
Experimentation is moving faster than
strategic prioritisation and ROI discipline.

Platform response: 
Keep experimentation open, but gate production with
business-value criteria.

Projects without purposeProjects without purpose
Guardrails exist, but identity, monitoring,
downscoping and incident response remain
weak.

Platform response: 
Build operational security controls for agents.

Symbolic securitySymbolic security
0404

0101 0202 0303

0505 0606



Developer teams 97%

71%Product development

35%Sales & marketing

32%C-level

26%Operations & finance

You will need to speak with each individual department to
understand how they are using coding agents.

— Enterprise interview comment 
    (received more than once)

01
Coding agents are no longer confined to engineering teams. In our survey, 89% of
respondents reported coding-agent use across one or more enterprise teams, and 51%
said their organisation uses both coding and business agents.

But only 16% reported well-defined processes for AI use. That gap matters because
coding agents increasingly touch the same assets as business agents: internal APIs,
datasets, workflows, specifications and production-adjacent systems.

When coding agents are used as productivity tools, each department develops its own
approach to access, validation, monitoring and risk.
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Teams using coding agents:

01: Coding agents outside the platform model

DISCONNECT 01:  CODING AGENTS OUTSIDE THE PLATFORM MODEL

Dev team
85%

28%
Security /

Compliance30%
Solution
architect

23%
Platform

team

15%
SRE / QA

Who reviews
AI-generated

code?



Coding agents are often the first place
teams learn how agents interact with
enterprise assets. Treat that adoption as
preparation for business agents, not as a
separate tool rollout.

2. Use coding-agent adoption as
business-agent preparation

Platform teams need to support
sales, marketing, finance, operations
and product teams directly, not just
developer teams.

3. Take platform enablement
beyond engineering

Apply consistent governance
wherever agents touch enterprise
systems: identity, access, data
exposure, output validation, logging
and escalation.

1. Create one governance
path for agentic work

Business-
agent

readiness
Unmanaged

coding-agent
adoption

Shared
governance

path

Platform response:   
Treat coding agents as platform components

DISCONNECT 01: CODING AGENTS OUTSIDE THE PLATFORM MODEL
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02
Many enterprises govern AI by defining which tools teams are allowed to use. Approved-tool
lists are useful, but they are not a complete governance model.

AI tools, models and agent frameworks are changing too quickly for governance to depend on
static lists alone. The risk depends less on the name of the tool than on how it is used: what
data it can access, what systems it can call, what outputs it creates, and whether those
outputs are validated.

When approved tools frustrate users, teams often move to their own preferred stack. That
creates shadow AI: usage that is invisible to platform, security and governance teams.

Companies govern the inputs
(which tools) but not the
outputs (quality of results).

74%
define

approved
tools

74%
define

approved
tools

69%
set AI usage

policies

69%
set AI usage

policies

65%
have an

enablement
team 

65%
have an

enablement
team 

54%
set data

boundaries

54%
set data

boundaries

37%
guide AI
outputs

37%
guide AI
outputs

29%
measure

productivity

29%
measure

productivity
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02: Tool lists are not enough governance

DISCONNECT 02:  RIGIDITY OVER FLEXIBILITY

The “Check Gap”
AI governance = The policies, processes and controls that
enable responsible, secure and effective AI use in line with
organisational goals and constraints.

Harness engineering = Establishing the infrastructure,
context, access policies, and so on to ensure agents
operate within clear parameters.

D E F I N I T I O N S

Shadow AI = AI used without authority or oversight in an
organisation.

How are approved coding agents
approved?

Unsure

Leave it up to
each team

Do not 
have a list

Explicitly define
approved coding

agents
62%62%

22%22%

9%9%

6%6%



Platform response:   
Govern usage, not only tools

DISCONNECT 02: RIGIDITY OVER FLEXIBILITY

The Hidden Disconnects in Enterprise AI    |   08

Teams need time and resources to understand
how agents behave, how outputs should be
reviewed, and where exposure risks emerge. An
approved tool does not automatically produce
an approved outcome.

2. Invest in ongoing learning and
evaluation Emerging practices such

as harness engineering
can make validation part
of the agent workflow, not
a separate afterthought.

Emerging practices such
as harness engineering
can make validation part
of the agent workflow, not
a separate afterthought.

Define controls for identity, access
rights, data boundaries, output
validation, logging, human review
and escalation. The safe path
should be the easiest path, even as
tools change.

1. Govern usage patterns

Governance
that survives
tool change

Static tool
list

Reusable
control

patterns



No
12%

Other
3%

No
20%

Yes
30%

Don’t
know

16%

Ad hoc as
needed

31%

Context support approaches

MCP

AGENTS.md

A2A

llms.txt

Arazzo

79%

36%

35%

9%

3%

Which emerging standards and approaches do you use with your
agents? (multiple selections allowed)

AI-first = A platform orientation in which APIs, data and
workflows are prepared primarily for AI agent consumption.

MCP servers = A standardised plugin-like interface to connect AI
agents to tools, resources and prompts.

API-first = An architectural approach that defines interfaces,
boundaries and API contracts before implementation, so digital
capabilities are easier to reuse, govern and compose.

D E F I N I T I O N S

03
Enterprises are connecting agents to APIs directly and through MCP servers. But many are
doing this before assessing whether those APIs are ready for AI agent consumption.

Agent reliability depends on API quality. Clear, well-documented and consistent APIs
become more valuable because agents can understand and use them. Ambiguous,
inconsistent or poorly governed APIs become failure points.

Our survey suggests the gap is already visible: 67% of respondents say their APIs are used
for business agents, but only 30% say their APIs have been assessed for AI readiness.
Another 31% say assessment is done ad hoc as needed.
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03: AI-first fails without API-first

DISCONNECT 03:  AI-FIRST WITHOUT API-FIRST

Don’t know
19%

Yes
67%

Some / Exploration
in progress

2%

Have your APIs been assessed
for AI readiness?

Are your APIs used for business
agents?



Agents need clear context, predictable behaviour, consistent definitions, usable authentication
and useful error handling.

When APIs are not ready for agent consumption, three risks appear:

They fail to successfully plan tool calls, return incomplete outputs, or continue workflows with
misunderstood context.

1. Agents become unreliable

Internal teams may connect agents directly to data, systems of record or informal workflows
rather than using governed APIs.

2. Teams bypass governed interfaces

If external agents cannot consume your APIs reliably, customers and partners may look for
easier-to-use alternatives.

3. External agent ecosystems move elsewhere

OpenAPI
specification

Priority 
fixes 

Jentic
 AI-readiness

score

Agent-ready
API / 

MCP server 

Jentic opportunity: Jentic opportunity: 
Use AI-readiness scoring to identify which APIs are ready
for agent consumption, which need documentation or
contract improvements, and where MCP servers may help
expose capabilities safely.

Use AI-readiness scoring to identify which APIs are ready
for agent consumption, which need documentation or
contract improvements, and where MCP servers may help
expose capabilities safely.

Check your AI-Readiness Score with Jentic’s free scoring
tool: https://jentic.com/scorecard
Check your AI-Readiness Score with Jentic’s free scoring
tool: https://jentic.com/scorecard
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DISCONNECT 03:  AI-FIRST WITHOUT API-FIRST

AI integration stage
correlates with API readiness

Integrated *

55%
36%

5%

Production Piloting /
experiment

% of companies that have formally assessed API readiness, by
AI integration stage:

Organisations in production are 7x more likely to have formally
assessed API readiness than those in pilots.

* Integrated = AI embedded in business systems with well-defined processes

API readiness is agent readiness

https://jentic.com/scorecard
https://jentic.com/scorecard


Platform response:   Fix the foundations
DISCONNECT 03: AI-FIRST WITHOUT API-FIRST
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Agents need the same foundations
developers need, but with less
tolerance for ambiguity: clear
contracts, consistent patterns,
accurate documentation, well-
defined authentication, useful errors
and governed change management.

2. Modernise API design
and governance MCP servers can expose useful

capabilities to agents, but they should not
become a way to hide poor API design.
Wallpapering over weak APIs with MCP
increases technical debt instead of
reducing it. API design problems should be
fixed at the API layer before wrapping
them with MCP.

3. Avoid MCP-washing

Identify the APIs most important to internal
agents and external agents. Assess them with
a repeatable AI-readiness methodology, then
identify common fixes across the portfolio.

Free AI-Readiness scoring tool:
https://jentic.com/scorecard

1. Score and prioritise APIs
for AI readiness

Weak API + weak MCP server  =  duplicated technical debt

Agent-ready API + governed MCP server  =  reusable agent capability

https://jentic.com/scorecard


Still
developing Don't know ROI model FinOps

38% 36%
17% 11%

"We just execute for the task at hand, no strong
prioritization beyond 'is it solving a client problem / is it
moving the business forward'."
— Survey respondent

"Use cases are prioritized based on impact, feasibility, and
suitability for automation, especially where multi-agent
workflows can replace manual or fragmented processes."
— Survey respondent

The ROI black hole

74%* of organisations have no working
ROI model for AI

* Combined framing: 38% "still developing" and 36% "don't know" 

04
Experimentation is necessary. Teams need space to learn what agents can do and how
they interact with enterprise systems.

But the path to production AI should be linked to expected ROI. Without that link, the
portfolio fills with point solutions that incur mounting complexity and technical debt.

The current signs are mixed: only 28% of respondents measure AI impact in terms of
productivity or business value, 23% have a scoring model for prioritising AI use cases,
and 35% do not know whether AI costs and ROI are forecast before projects begin.
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04: Agent projects are moving faster
than business prioritisation 

DISCONNECT 04:  PROJECTS WITHOUT PURPOSE 

36%36%
do not know whether AI
costs and ROI are forecast
before projects begin

use built-in AI platform
features to calculate ROI

28%

16%

have an ROI model or use
a FinOps AI framework

have a scoring model for
prioritising AI use cases

are planning how to
measure AI ROI 36%

27%27%

23%

measure AI impact in
terms of productivity or
business value



Before an AI use case moves into production,
require a simple assessment of strategic fit,
expected value, feasibility, API and data
readiness, operating cost, risk level,
monitoring plan and success metrics.

2. Add a go/no-go assessment
before productionAI literacy improves when teams can explore

use cases, test agent behaviour and learn how
AI connects to systems. Not every experiment
needs a direct business case, but every
experiment should teach something about
capability, risk or readiness.

1. Protect low-risk experimentation
Experimentation
should be broad.

Production should 
be selective.

Experimentation
should be broad.

Production should 
be selective.

Experiment Score
Learn Production go/no-go

Platform response:   
Keep experimentation open; gate production on strategy

DISCONNECT 04: PROJECTS WITHOUT PURPOSE 
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"Monitoring is currently manual and review-based
during execution, with potential future plans to
introduce automated alerting and anomaly detection."
— Survey respondent

AI practitioners responded “Don't know” when asked:

43% 43% 32% 32%

...are
downscoping

mechanisms in
place?

...are business
agents

monitored via
alerts?

...is there
delegation of

rights?

...do agents
have their own

API keys?

44%

...how often AI
access is

monitored?

05AI security has two sides. Enterprises need to know whether they can trust agent outputs, and
whether agents can use enterprise systems without creating unacceptable risk.

Guardrails are useful, but they are not enough for production agents. Agents need identities,
delegated rights, downscoped access, logs, alerts and incident investigation. Without those
controls, security becomes symbolic: visible in policy, but weak in operation.

The current picture is uneven. Just over half of respondents say business agents have their own
API keys, but 44% are unsure how often AI access to systems is monitored, and 43% are unsure
whether alerting exists for unusual business-agent activity.
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05: Security cannot stop at guardrails

DISCONNECT 05:  SYMBOLIC SECURITY 

Controls reportedly in place

But confidence is thin; for every control reported, a near-equal
share has no visibility into whether it works.

54%
46% 42%

Say agents have
their own API keys

Say downscoping
mechanisms

exist

Say delegation
of rights is in

place



Business agents can help define thresholds, detect anomalies
and support root-cause analysis using operational data. High-
risk actions still need clear escalation paths and human
oversight.

2. Use agents to improve alerting and
investigation

Use an intermediary layer to issue agent identities, API keys
and scopes. This layer should enforce policy, constrain access,
log actions and support investigation when agent behaviour is
unexpected.

1. Provide a security intermediary layer
Agent 

identity

Policy 
update

Alert /
investigation

Logged 
action

Scoped 
access

Platform response:   
Build identity, monitoring and response infrastructure

DISCONNECT 05: SYMBOLIC SECURITY 
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42% 38%

37%

26%

Offer assessment
tools to manage

compliance and risk

Have a 
sandbox

environment

Have
resources to

assess security
risks with AI usage

Have an AI
gateway

Simulation sandbox infrastructure = An isolated environment that emulates
representative enterprise APIs and data so agents can execute and validate
workflows before reaching production.

DEFINITIONS

06
Many teams treat simulation sandboxes as final pre-production test environments. In an AI-
first enterprise, the sandbox has a larger role.

A sandbox can emulate representative enterprise APIs and data, allowing agents to execute
workflows, fail, recover and improve without interacting with live systems. This accelerates
development in an isolated, non-production environment.

In our survey, 38% of respondents said they have a sandbox environment, but definitions
vary widely. Some treat sandboxes as runtime containers, some as regulatory testing
environments, and some as API or data-workflow testing environments.
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06: Simulation sandboxes are underused
platform assets

DISCONNECT 06:  LIMITED SANDBOX LEVERAGE 



Customers are also learning how to connect their agents to your APIs and MCP
servers. A sandbox gives them a safe place to experiment while protecting production
systems and giving you visibility into how external agents consume your platform.

2. Offer external sandboxes to customers and ecosystem partners

Implement sandboxes where internal teams and agents can rehearse behaviour, run
acceptance tests, perform compliance and security checks, and rebuild workflows
when APIs, business requirements or regulations change.

1. Use internal sandboxes to move faster safely

The sandbox is not the last stop before production. 
It is where agent readiness is created.

The sandbox is not the last stop before production. 
It is where agent readiness is created.

Platform response:   
Use sandboxes across the full agent lifecycle

DISCONNECT 06: LIMITED SANDBOX LEVERAGE 
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Discover

PromotePromote

Rehearse

M
onitor

M
onitor

Repair
Repair

Valid
ate



Agent adoption is moving quickly, but it is moving on two tracks. Coding agents are spreading across teams and departments.
Business agents are being connected to APIs, data and workflows. When those tracks are implemented separately, the enterprise
accumulates agentic technical debt.

The six disconnects in this report are symptoms of the same platform maturity gap: coding agents outside the platform model; rigid
tool-list governance; AI initiatives built on weak APIs; projects not tied to strategy; security controls without operational monitoring;
and sandboxes used too late.

You do not need to rebuild your API and AI stack from scratch. You need to align it.

The practical path is to make platform capabilities reusable across all agents: governance, API readiness, identity and access,
observability, strategic portfolio management and sandbox-based validation. Enterprises that do this will move from fragmented
agent experimentation toward AI-first operating models with less risk and greater trust.

Platform maturity is the path to agent scalePlatform maturity is the path to agent scale
C
on

cl
us
io
n

C
on

cl
us
io
n

CONCLUSION
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Can you identify which APIs are ready for agent consumption, which
need improvement, and which should not yet be exposed to agents?

1.  AI-ready APIs
Can agents rehearse workflows safely before production, with
successful traces converted into validated, reusable workflows?

6.  Sandbox validation

Can agents have their own identities, credentials and permissions
appropriate to the systems they need to access?

4.  Scoped agent access

Can agents discover the APIs, tools, skills, workflows and other
agents without relying on brittle documentation, guesswork or one-off
integrations?

2.  Agent workflow discovery
Can customers, partners and external agents test against your
APIs and MCP servers without putting production systems at risk?

7.  Ecosystem readiness

Do you have a single system where you can see which agents
accessed which systems, what calls they made, what data they used
and where failures occurred?

5.  Observable execution

Are MCP servers exposing well-designed capabilities, or are they
wrapping deficient APIs and creating a second layer of technical debt?

3.  Governed MCP exposure
Start with the APIs and workflows agents already need. Start with the APIs and workflows agents already need. 

Score the APIs using a scoring tool at
https://jentic.com/scorecard. 
Score the APIs using a scoring tool at
https://jentic.com/scorecard. 

Expose the right capabilities.Expose the right capabilities.

Validate workflows in a sandbox. Validate workflows in a sandbox. 

Promote only what is ready.Promote only what is ready.

Wherever you are on this checklist, we can help you take the next step.
Talk to our team at jentic.com/contact.
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PLATFORM MATURITY CHECKLIST

Platform maturity checklist for enterprise agents

https://jentic.com/contact


DESKTOP RESEARCH

reports, articles, papers, presentation
decks and other grey literature

reviewed

183

SURVEY ENTERPRISE INTERVIEWS

AI and API practitioners completed
the survey

114
enterprise leaders responsible for AI

implementation

45 minutes to 1 hour · held in confidence

16

ANALYSIS, KEY THEMES IDENTIFIED & REPORT PRODUCED

Research Methodology MARCH - MAY 2026

METHODOLOGY
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The research was designed to identify common disconnects in enterprise adoption of coding agents and business agents, and to identify practical tactics being
used by platform, API, architecture and AI leaders.

Findings should be read as directional practitioner insight rather than a statistically representative enterprise benchmark. The survey and interview samples were
skewed toward technology, banking/finance and senior architecture/platform roles.

252 practitioners began the survey and 114 completed it; as not every question was answered by every respondent, percentages throughout this report are based
on the number of respondents who answered each question.



Respondent profile
RESPONDENT PROFILE
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From our Survey: From our Interviews:

I N D U S T R Y

Technology

Banking / Finance

Others

62%

21%

17%

I N D U S T R Y

Technology

Banking / Finance

Others

19%

69%

12%

R O L E

Solution architects, team leaders & others

Managers / business leaders

Product manager / dev relations

C-level

Developers / engineers

41%

24%

13%

13%

9%

R O L E

Solution architects / team leaders

Managers / business leaders

69%

31%

114 survey responses  (March-May 2026) 16 interviews  (March-May 2026)



Respondent profile
RESPONDENT PROFILE
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Geographic distribution Company size
27 countries represented across 5 continents: The sample skews toward organisations where

platform decisions are already active. Self-reported
by 113 survey respondents (March–May 2026). 

INDIA
6

GERMANY
15

CANADA
4

BRAZIL
1

MOROCCO
1

NETHERLANDS
4

SWITZERLAND
4

IRELAND
8

FRANCE
9

UK
5

USA
29

SPAIN
6 SINGAPORE

5

AUSTRALIA
2

... and 13 more countries

250-1,000

1,001-5,000

Up to 250

5,000+
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